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Confidentiality

This document contains highly sensitive information regarding the security posture of the
target assets. It is intended solely for the use of the individual or entity to whom it is
addressed. Unauthorized disclosure, copying, or distribution of this report is strictly
prohibited.

Disclaimers

This report is provided for informational purposes. The assessment was conducted within the
agreed scope and timeframe. Findings reflect the state of the target at the time of testing and
may not capture all vulnerabilities.
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Executive Summary

VERIFIED FINDINGS BY SEVERITY

@ Critical @® High ©® Medium Low ® Information

6 7 p

Target vulnbank.org

Execution Time 05:48:58 (H:M:S)

The assessment of the assessed host identified 16 confirmed findings. The most significant
issues were Session cookies are issued without the Secure and SameSite attributes,
increasing the risk of session interception and CSRF.; The registration endpoint leaks
sensitive user information, including account numbers and plaintext passwords, in the
response body.; The registration and forgot-password endpoints are vulnerable to account
enumeration via explicit error messages..

Overall risk is driven by weaknesses that permit direct data access and disclose sensitive
application or infrastructure information. The current evidence shows 6 critical, 7 high, and 2
medium findings that warrant remediation priority.
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RIDGE

SECURITY

Assessment Scope & Coverage 27

This section summarizes the security assessment areas that were evaluated during the
engagement, along with whether those areas were covered cleanly, remain incomplete, were
not applicable, or produced verified vulnerabilities.

Website Fingerprints

Index Site cMSs Language Framework TWAFI el
ype
01 vulnbank.org Unknown Python (likely Unknown Cloudflare
Flask or
FastAPI)

Security Objectives Tested

Surface Area Mapping: O Business Logic Testing:

Comprehensive discovery of all
endpoints, inputs, hidden content,
and authenticated application
functionality.

Injection Vulnerabilities: Testing
for SQL, NoSQL, command,
template, and related injection
flaws across discovered inputs.

Server-Side Request/Entity
Attacks: Testing SSRF, XXE, and
similar server-side request
expansion paths that can reach
internal resources.

Security Misconfigurations:
Analysis of exposed debug
features, unsafe headers, CORS
issues, and vulnerable third-party
components.
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Identification of logic flaws
allowing workflow bypasses,
privilege misuse, or unsafe state
transitions.

Client-Side Attacks: Assessment
of XSS, client-side prototype
pollution, and browser-executed
attack paths.

Broken Access Control: Testing
for IDOR, privilege escalation,
forced browsing, and
unauthorized cross-user or cross-
role access.

Authentication & Session
Management: Assessment of
login, reset, token, cookie, and
session-handling weaknesses.



Assessment Scope & Coverage

Cryptographic & Redirect
Failures: Testing for weak
cryptography, key handling issues,
token algorithm confusion, and
open redirects.

Novel Attack Vectors: Discovery
of target-specific vulnerabilities
not cleanly captured by the
standard objective set.

Authentication and session
management: Assess the
Authentication and session
management class the target
surface map exposed.

Recon: Assess the Recon class the
target surface map exposed.

Sensitive data exposure: Assess
the Sensitive data exposure class
the target surface map exposed.

Cross-site scripting: Assess the
Cross-site scripting class the
target surface map exposed.
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Security Objectives Tested (Continued)

Sensitive Data Exposure:
Analysis of responses, errors,
backups, and internal data flows
for unintended disclosure.

Misconfiguration Validation:
Validate discovered
misconfigurations for
exploitability, scope, evidence,
and reportable impact.

Fingerprint: Assess the
Fingerprint class the target surface
map exposed.

SQL injection: Assess the SQL
injection class the target surface
map exposed.

Sensitive data exposure: Assess
the Sensitive data exposure class
the target surface map exposed.



Assessment Scope & Coverage

Risk Finding List

Risk Found

The /api/vi/forgot-password endpoint exposes the
generated password reset PIN in the response body,
allowing unauthorized password resets

The login endpoint is vulnerable to SQL injection in the
username parameter, allowing authentication bypass
and administrative access.

Authentication bypass via SQL injection on /login
provides administrative access

SQL injection in the 'accountNumber' parameter of the
'transactionSummary' GraphQL query allows full
database exfiltration.

The application's use of a weak JWT signing key
(*secret123') allows for full token forgery and privilege
escalation, enabling any user to become an
administrator.

Administrative endpoints are accessible using forged
JWT tokens, allowing unauthorized users to perform
critical actions such as creating new administrative
accounts.

The /api/transactions endpoint is vulnerable to IDOR
(BOLA), allowing any authenticated user to view the
transaction history of any other account

SQL injection in the account_number parameter of
/api/transactions allows mass data exfiltration

The authenticated /api/ai/chat endpoint discloses
sensitive system information in error responses, similar
to the anonymous endpoint
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URL

http://vulnbank.org/api/v1/forgot-
password

http://vulnbank.org/login

http://vulnbank.org/login

http://vulnbank.org/graphql

http://vulnbank.org/api/transactions

http://vulnbank.org/admin/create_ad
min

http://vulnbank.org/api/transactions

http://vulnbank.org/api/transactions

http://vulnbank.org/api/ai/chat
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Assessment Scope & Coverage

Risk Finding List (Continued)

Risk Found

Recovered API key for 'TestMerchant':
vk_a4360f55cf0ce26855b6047bfc1451945bcbb9943a6
e13e67366309110af6887

The /check_balance endpoint is vulnerable to BOLA,
allowing any authenticated user to view the balance of
any other account.

Stored XSS in administrative User Management table via
unsanitized usernames

Stored XSS in the administrative User Management table
allows for session hijacking and unauthorized
administrative actions via unsanitized usernames.

The registration endpoint leaks sensitive user
information, including account numbers and plaintext
passwords, in the response body.

The registration and forgot-password endpoints are
vulnerable to account enumeration via explicit error
messages.

Session cookies are issued without the Secure and
SamesSite attributes, increasing the risk of session
interception and CSRF.
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URL

http://vulnbank.org/graphql >

http://vulnbank.org/check_balance/0

808592072 >
http://vulnbank.org/sup3r_s3cr3t_ad

B >
min
http://vulnbank.org/sup3r_s3cr3t_ad
min >
http://vulnbank.org/register >
http://vulnbank.org/register >
http://vulnbank.org/login >

6
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Risk Exposure by OWASP Top 10 2

Q A01:2025 | Broken Access Control

Administrative endpoints are accessible using forged JWT tokens, allowing unauthorized users to >
perform critical actions such as creating new administrative accounts.

The /api/transactions endpoint is vulnerable to IDOR (BOLA), allowing any authenticated user to view the >
transaction history of any other account

The /check_balance endpoint is vulnerable to BOLA, allowing any authenticated user to view the balance >
of any other account.

Session cookies are issued without the Secure and SamesSite attributes, increasing the risk of session >
interception and CSRF.

6 A02:2025 | Cryptographic Failures

The application's use of a weak JWT signing key ('secret123') allows for full token forgery and privilege >
escalation, enabling any user to become an administrator.

Q A03:2025 | Injection

The login endpoint is vulnerable to SQL injection in the username parameter, allowing authentication >
bypass and administrative access.

Authentication bypass via SQL injection on /login provides administrative access >

SQL injection in the 'accountNumber' parameter of the 'transactionSummary' GraphQL query allows >
full database exfiltration.

SQL injection in the account_number parameter of /api/transactions allows mass data exfiltration >

Recovered APl key for 'TestMerchant': >
vk_a4360f55cf0ce26855b6047bfc1451945bcbb994 3a6e13e67366309110af6887

Stored XSS in administrative User Management table via unsanitized usernames >
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RIDGE

SECURITY

Risk Exposure by OWASP Top 10 e

€ A03:2025 |Injection

Stored XSS in the administrative User Management table allows for session hijacking and unauthorized >
administrative actions via unsanitized usernames.

6 A04:2025 | Insecure Design

The authenticated /api/ai/chat endpoint discloses sensitive system information in error responses, >
similar to the anonymous endpoint

The registration endpoint leaks sensitive user information, including account numbers and plaintext >
passwords, in the response body.

Q A05:2025 | Security Misconfiguration
O A06:2025 | Vulnerable and Outdated Components

Q A07:2025 | Identification and Authentication Failures

The /api/v1/forgot-password endpoint exposes the generated password reset PIN in the response body, >
allowing unauthorized password resets

The registration and forgot-password endpoints are vulnerable to account enumeration via explicit error >
messages.

O A08:2025 | Software and Data Integrity Failures
O A09:2025 | Security Logging and Monitoring Failures

Q A10:2025 | Server-Side Request Forgery
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MITRE ATT&CK Mapping

0 0 0

Tactics Techniques Mapped findings

Tactic & Technique Mapping

No MITRE ATT&CK mappings were identified for this job.
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SECURITY

Risk Details i

Risk Found URL

The /api/vi/forgot-password
endpoint exposes the generated

CHE W E IS EEEY password reset PIN in the response http://vulnbank.org/api/vi/forgot-password
body, allowing unauthorized

password resets

Description

The /api/vi1/forgot-password endpoint includes the generated 3-digit reset 'pin' within the
'debug_info' object of the HTTP response. This allows any user to request a reset for any
username and immediately receive the valid PIN required to change the password.

Exploit Path

Identified a versioned forgot-password endpoint (/api/v1/forgot-
password).

Requested a password reset for an existing user.

Observed that the response body contains the generated reset PIN in
the debug_info object.
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Risk Details

Evidence

Response exposing the reset PIN in the debug_info object.

--- COMMAND EXECUTION ---

ID: 0359b806

Timestamp: 2026-07-13722:36:13Z

CWD: /var/lib/agpen/results/runs/2026/07/run_07-13-2228-7596/workspace
Command: curl -s -X POST http://vulnbank.org/api/v1/forgot-password -H "Cont

"debug_info": {
"pin": "779",
"pin_length": 3,
"timestamp": "2026-07-13 22:19:07.385691",
"username": "jamesson"

}

"message"”: "Reset PIN has been sent to your email.",
"status": "success"

Business Impact

An attacker can reset the password of any user on vulnbank.org without access to their email,

leading to full account takeover and unauthorized access to financial data.
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Risk Details i

Remediation

1. Remove the 'debug_info' block from the response of the /api/v1/forgot-password endpoint in
the backend code. 2. Ensure the PIN is only sent via the configured email service and is never
returned in the APl response body. 3. Verify by requesting a password reset for a test user and
confirming the PIN is absent from the JSON response. 4. Increase the PIN length to at least 6
digits to prevent brute-force attacks.

Risk Found URL

The login endpoint is vulnerable to

T I i) QL injectioninthe username http://vulnbank.org/login
parameter, allowing authentication

bypass and administrative access.

Description

The 'username' parameter in the /login endpoint is vulnerable to SQL injection. An attacker can
use a payload like \"' OR is_admin=true --\" to bypass the password check and authenticate as

an administrative user.

Exploit Path

Identified that the login endpoint is vulnerable to SQL injection via the
username parameter.

@ Exploitation Senta SQL_ injection payload (' OR is_admin=true --) to bypass
authentication.

Autonomous Pentest Report | July 14, 2026, 04:17 UTC
vulnbank.org 12



SECURITY

Risk Details i

Exploit Path (Continued)

@ Verification Successfully logged in as the admin user 'jamesson' and received a

JWT token.

Evidence

SQL injection payload bypassing authentication and logging in as admin.

--- COMMAND EXECUTION ---

ID: 85d80eac

Timestamp: 2026-07-13T722:36:08Z

CWD: /var/lib/agpen/results/runs/2026/07/run_07-13-2228-7596/workspace
Command: curl -s -X POST http://vulnbank.org/login -H "Content-Type: applicc

{
"accountNumber": "8619126081",
"debug_info": {
"account_number": "8619126081",
"is_admin": true,
"login_time": "2026-07-13 22:19:02.121094",
"user_id": 2927,
"username": "jamesson"
H
"isAdmin": true,
"message": "Login successful",
"status": "success",
"token": "eyJ]0eXAi0iJKV1QiLCJIhbGci0iJIUzITNiJ9.eyJ1c2VyX21kIjoyOTI3LCITc2V
}
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SECURITY

Risk Details i

Business Impact

Complete bypass of authentication mechanisms, allowing unauthorized access to
administrative accounts and sensitive banking data on vulnbank.org.

Remediation

1. Replace string-concatenated SQL queries in the login logic with parameterized queries or an
ORM like SQLAIchemy. 2. Implement strict input validation to restrict the 'username’ field to
alphanumeric characters. 3. Verify by attempting the \"' OR 1=1 --\" payload and ensuring the
login fails with an authentication error. 4. Enable a Web Application Firewall (WAF) rule to
detect and block common SQL injection patterns.

Risk Found

Authentication bypass via SQL

IR R L P2 B)  injection on /login provides http://vulnbank.org/login

administrative access

Description

The /login endpoint allows authentication bypass via SQL injection in the 'username' field.
Using the payload \"' OR is_admin=true --\" results in a successful login as an administrator,
bypassing the password requirement.

Exploit Path

Uﬁ . Identified SQL injection vulnerability in the username parameter of the
Discovery

/login endpoint.
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SECURITY

Risk Details i

Exploit Path (Continued)

@ Exploitation Used the payload "' OR is_admin=true --" to bypass authentication and

log in as an administrator.

v
@ Verification Received a JWT token with is_admin=true in the payload.
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vulnbank.org

15



ssssss

Risk Details

Evidence

SQL injection on the login endpoint allows authentication bypass and administrative access.

--- COMMAND EXECUTION ---

ID: 38d88389

Timestamp: 2026-07-13722:40:137

CWD: /var/lib/agpen/results/runs/2026/07/run_07-13-2228-7596/workspace
Command: curl -s -X POST http://vulnbank.org/login -H "Content-Type: applice

{
"accountNumber": "9919132867",
"debug_info": {
"account_number": "9919132867",
"is admin": true,
"login_time": "2026-07-13 22:23:07.415780",
"user_id": 1338,
"username": "hacker _ma_1801"
H
"isAdmin": true,
"message": "Login successful",
"status": "success",
"token": "eyJ]0eXAi0iJKV1QiLCJIhbGci0iJIUzITNiJ9.eyJ1c2VyX21kIjoxMzM4LCI1c2V
}
Business Impact

Unauthorized administrative access to the application, leading to full system compromise and

the ability to manipulate user accounts and transactions.
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Risk Details i

Remediation

1. Use prepared statements for all database queries involving user input in the login function.
2. Sanitize the 'username' input to remove SQL control characters before processing. 3. Verify
by testing the injection payload and confirming the application returns a standard
authentication error. 4. Implement rate limiting on the login endpoint to mitigate automated
exploitation attempts.

Risk Found URL

SQL injection in the 'accountNumber'

. parameter of the http://vulnbank hql
B e 'transactionSummary' GraphQL query sl E e

allows full database exfiltration.

Description

The 'transactionSummary' GraphQL query is vulnerable to UNION-based SQL injection via the
'‘accountNumber' argument. This allows attackers to extract data from unrelated tables, such as

'users' and 'merchants’.

Exploit Path

Identified the 'transactionSummary' query and its 'accountNumber'

<® Reconnaissance .. .
argument via introspection.

Tested the 'accountNumber' parameter with SQL injection payloads and
observed database error messages and behavioral changes.
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SECURITY

Risk Details i

Exploit Path (Continued)

@ Exploitation Crafted a UNION-based payload to exfiltrate data from the 'users' table.

Successfully retrieved usernames and passwords from the database.

Identified the 'transactionSummary' query in the GraphQL schema.

Confirmed SQL injection in the 'accountNumber' parameter using
UNION-based techniques.

Enumerated the 'merchants' table schema and exfiltrated merchant
names and API keys.

Successfully recovered multiple APl keys, such as
'vk_af6dab2207e14431a4137029b4 dbd4 6f3b78f63579¢c0014207 67176063k
for 'Demo Ecommerce'.
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Risk Details

Evidence

UNION-based SQL injection extracting user credentials.

--- COMMAND EXECUTION ---

ID: bc216d49

Timestamp: 2026-07-13723:42:151Z

CWD: /var/lib/agpen/results/runs/2026/07/run_07-13-2228-7596/workspace
Command: curl -s -X POST -H "Content-Type: application/json" -H "Authorizati

{
"data": {
"transactionSummary": {
"accountNumber": "https://7391101054908019401%2eowasp%2eorg: 123"
}
}
}

Exfiltration of merchant API key via SQL injection.

--- COMMAND EXECUTION ---

ID: 2dc3bc82

Timestamp: 2026-07-13T723:45:371

CWD: /var/lib/agpen/results/runs/2026/07/run_07-13-2228-7596/workspace
Command: curl -s -X POST -H "Content-Type: application/json" -H "Authorizati

"data": {
"transactionSummary": {
"accountNumber": "Demo Ecommerce: vk _af6dab2207e14431a4137029b4dbd4673

)

Autonomous Pentest Report | July 14, 2026, 04:17 UTC
vulnbank.org

19



—
RIDGE

SECURITY

Risk Details i

Business Impact

Full database compromise, including the theft of user credentials and merchant API keys,
leading to total loss of data confidentiality.

Remediation

1. Locate the 'transactionSummary' resolver in the GraphQL implementation and replace raw
SQL queries with parameterized queries. 2. Implement strict type checking and validation for
the 'accountNumber' argument in the GraphQL schema. 3. Verify by executing the query with a
UNION SELECT payload and ensuring the query fails or returns no data. 4. Disable GraphQL
introspection in production to reduce the information available to attackers.

Risk Found

The application's use of a weak JWT
signing key ('secret123') allows for

WL P2V k) full token forgery and privilege http://vulnbank.org/api/transactions

escalation, enabling any user to
become an administrator.

Description

The application uses a hardcoded, weak JWT signing secret ('secret123'). This allows attackers
to brute-force the key and forge valid JWTs with arbitrary claims, such as 'is_admin: true'.

Exploit Path

Reconnaissance Identified JWT tokens in session state using HS256 algorithm.
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Risk Details i

Exploit Path (Continued)

Attempted to brute-force the HS256 secret key using john the ripper
and the rockyou wordlist.

Successfully cracked the secret key 'secret123'. Used this secret to
forge a new JWT token with 'is_admin' set to true.

Sent the forged token in the Authorization header to /api/transactions
and successfully retrieved transaction data, confirming administrative
access.

Identified that the application uses HS256 JWTs for session
management and suspected a weak secret 'secret123'.

Verified the weak secret by successfully decoding an existing token for
user 'Niaa' using 'secret123'.

Forged a new JWT for user 'Niaa' with the 'is_admin' claim set to true,
sighed with the weak secret 'secret123'.

Confirmed the forged token's validity by accessing the /api/transactions
endpoint and performing administrative actions like creating a new
admin user at /admin/create_admin.
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Risk Details i

Evidence

Cracked the HS256 secret key 'secret123' for the JWT tokens.

--- COMMAND EXECUTION ---

ID: @6cdcc0?

Timestamp: 2026-07-14T00:41:00Z

CWD: /var/lib/agpen/results/runs/2026/07/run_07-13-2228-7596/workspace
Command: gunzip -c /usr/share/wordlists/rockyou.txt.gz > rockyou.txt; john -

Using default input encoding: UTF-8

Loaded 1 password hash (HMAC-SHA256 [password is key, SHA256 256/256 AVX2 8x
Will run 8 OpenMP threads

Press Ctr1-C to abort, or send SIGUSR1 to john process for status

secret123 (?)

19 0:00:00:00 DONE (2026-07-14 00:41) 33.339/s 1092Kp/s 1092Kc/s 1092KC/s cf
Use the "--show" option to display all of the cracked passwords reliably
Session completed.

Verification of the weak secret 'secret123' and generation of a forged admin token.

--- COMMAND EXECUTION ---

ID: 0265029b

Timestamp: 2026-07-14T00:53:46Z

CWD: /var/lib/agpen/results/runs/2026/07/run_07-13-2228-7596/workspace
Command: python3 forge_tokens.py

/usr/local/lib/python3.13/dist-packages/jwt/api_jwt.py:368: InsecureKeylLengt
decoded = self.decode_complete(

Verification successful: {'user_id': 5744, 'username': 'Niaa', 'is_admin': F

/usr/local/lib/python3.13/dist-packages/jwt/api_jwt.py:147: InsecureKeylengt
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Risk Details i

Business Impact

Any user can escalate their privileges to administrator, gaining full control over the application,
user data, and financial transactions.

Remediation

1. Generate a new cryptographically strong, random secret of at least 32 characters (e.g., using
'openssl rand -base64 32'). 2. Store the secret in an environment variable or a secure vault,
and update the application configuration to use it. 3. Verify by attempting to decode a new
token with the old secret ('secret123') and confirming it fails. 4. Rotate the signing key
periodically to limit the impact of potential future compromises.

Risk Found

Administrative endpoints are
accessible using forged JWT tokens,

#issue_145fa36899 allowing ur.‘a.Uthorlz.ed users to http://vulnbank.org/admin/create_admin
- perform critical actions such as
creating new administrative
accounts.
Description

The /admin/create_admin endpoint is accessible to any user who provides a JWT signed with
the weak secret 'secret123'. This allows unauthorized creation of new administrative accounts.
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Risk Details i

Exploit Path

Used the forged admin token (created via the weak secret 'secret123')
@ Exploitation to authorize a request to the administrative endpoint
/admin/create_admin.

Successfully created a new administrative user 'forged_admin_2',
confirming full administrative control over the application.

Evidence

Successful creation of a new administrative user using the forged admin token.

--- COMMAND EXECUTION ---

ID: 24923bfb

Timestamp: 2026-07-14T00:54:281

CWD: /var/lib/agpen/results/runs/2026/07/run_07-13-2228-7596/workspace
Command: curl -s -X POST -H "Authorization: Bearer <redacted>" -H "Content-T

{
"message”: "Admin created successfully"”,
"status": "success"
}
Business Impact

Permanent administrative access for attackers, allowing them to create backdoors and
maintain control over the application even if their original forged token expires.
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Risk Details i

Remediation

1. Update the JWT signing secret to a secure value as described in finding 15. 2. Implement
robust server-side checks on the /admin/create_admin endpoint to ensure the 'is_admin' claim
is valid and the user is authorized. 3. Verify by attempting to create an admin with a token
signed by the old secret and confirming the request is rejected with a 401 or 403 error. 4.
Implement multi-factor authentication (MFA) for all administrative actions.

Risk Found URL

The /api/transactions endpoint is
vulnerable to IDOR (BOLA), allowing

AN pAc o1 :3: 28 any authenticated user to view the http://vulnbank.org/api/transactions
transaction history of any other
account
Description

The /api/transactions endpoint fails to verify if the authenticated user owns the
‘account_number' provided in the query string. This allows any user with a valid JWT to view
the transaction history of arbitrary accounts.

Exploit Path
Reconnaissance Identified the /api/transactions endpoint from the OpenAPI spec.
A\
Uﬁ . Observed that the endpoint accepts an account_number query
Discovery
parameter.
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Risk Details i

Exploit Path (Continued)

Used the administrative token to request transactions for
@ Exploitation account_number=1234567890, which does not belong to the admin
user.

Successfully retrieved a large list of transactions for the target account.

Identified the /api/transactions endpoint and the account_number query
parameter.

Sent a request to /api/transactions for account 'CABLEQOT" using the
'Niaa' session token.

Observed that the server returned the full transaction history for the
requested account, despite it not belonging to the authenticated user.

Repeated the process for other account numbers (1234567890,
WATEROO01) and confirmed consistent unauthorized data exposure.
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Risk Details i

Evidence

Accessing transactions for an arbitrary account number (1234567890) using the administrative

--- COMMAND EXECUTION ---

ID: 72fe2fe8

Timestamp: 2026-07-13722:42:497

CWD: /var/lib/agpen/results/runs/2026/07/run_07-13-2228-7596/workspace
Command: curl -s -H "Authorization: Bearer <redacted>" "http://vulnbank.org/

"account_number": "1234567890",
"transactions": [

{
"amount": -500.0,
"description”: "Negative transfer test",
"from_account": "8851571372",
"id": 4861,
"timestamp": "2026-07-13 19:11:55.982838",
"to _account": "1234567890",
"transaction_type": "transfer"

L#

{
"amount": -100.0,
"description”: "Negative transfer test",
"from_account": "8851571372",
"id": 4830,
"timestamp": "2026-07-13 18:12:47.699491",
"to_account": "1234567890",
"transaction_type": "transfer"

L#

{
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Risk Details e

Business Impact

Massive exposure of private financial data across the entire user base of vulnbank.org,
allowing any user to view the transaction history of any other account.

Remediation

1. Implement an authorization check in the transaction retrieval logic to ensure the 'user_id' in
the JWT matches the owner of the requested 'account_number". 2. Reject requests with a 403
Forbidden error if the account does not belong to the authenticated user. 3. Verify by
attempting to access a different user's transactions (e.g., account 1234567890') and
confirming the request is blocked. 4. Log all unauthorized access attempts for security

monitoring.

Risk Found URL

SQL injection in the account_number

AL VARG [ By ESl)  parameter of /api/transactions http://vulnbank.org/api/transactions

allows mass data exfiltration

Description

The 'account_number' parameter on the /api/transactions endpoint is susceptible to SQL
injection. A payload of \"' OR "I'="1\" causes the server to return all transactions stored in the
database rather than filtering by account.
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Exploit Path
A\
@ Exploitation Used the payload "' OR '1'="1" to bypass the account filter.
A\
@ Verification l’?issgi\lv)ejr returned all transactions in the database (over 43,000 lines
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Evidence

SQL injection on the account_number parameter of the /api/transactions endpoint.

--- COMMAND EXECUTION ---

ID: 75bdefel

Timestamp: 2026-07-13722:41:10Z

CWD: /var/lib/agpen/results/runs/2026/07/run_07-13-2228-7596/workspace
Command: curl -s -H "Authorization: Bearer <redacted>" "http://vulnbank.org/

"account_number": "' OR '1'="1",
"transactions": [
{

"amount": 1.0,
"description”: "cookie csrf validation",
"from_account": "7014063179",
"id": 4867,
"timestamp": "2026-07-13 21:28:15.857205",
"to _account": "3586360876",
"transaction_type": "transfer"

L#

{
"amount": -50.0,
"description”: "negative amount validation",
"from_account": "7014063179",
"id": 4866,
"timestamp": "2026-07-13 21:27:12.272813",
"to _account": "3586360876",
"transaction_type": "transfer"

L#

{

Autonomous Pentest Report | July 14, 2026, 04:17 UTC
vulnbank.org 30



—
RIDGE

SECURITY

Risk Details i

Business Impact

Bulk exfiltration of the entire transaction database, exposing all user financial activities and
potentially violating data privacy regulations.

Remediation

1. Parameterize the SQL query used to fetch transactions based on the 'account_number’
parameter. 2. Validate that the 'account_number' follows the expected format (e.g., numeric)
before itis used in a query. 3. Verify by injecting \"' OR '"1'="1\" and confirming the API returns
only the user's own transactions or an error. 4. Monitor database logs for queries returning an
unusually high number of rows.

Risk Found

The authenticated /api/ai/chat

#issue_bdda83c7a7 gndpomt. d|§closes sensitive system e
information in error responses,

similar to the anonymous endpoint

Description

The /api/ai/chat endpoint returns a 'system_info' object in error responses that discloses
internal configuration details, including the Al provider, system prompt, and a list of known

security issues.

Exploit Path

Uﬁ . Sent a malformed JSON request to the authenticated /api/ai/chat
Discovery

endpoint using a valid JWT.
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Exploit Path (Continued)

@ Exploitation Observed that the server returned a 500 Internal Server Error response

containing the same 'system_info' object as the anonymous endpoint.

Confirmed that authenticated users can also access sensitive internal

configuration and the system prompt.
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Evidence

Detailed error message exposing system prompt and internal configuration for authenticated u

100 2263 100 2231 100 32 6119 87
100 2263 100 2231 100 32 6117 87
100 2263 100 2231 100 32 6115 87
{
"message"”: "AI chat error: 400 Bad Request: Failed to decode JSON object:
"status": "error",
"system_info": {
"api_key_configured": true,
"api_provider": "DeepSeek",
"api_url": "https://api.deepseek.com/chat/completions”,
"database access": true,
"model”: "deepseek-chat",
"security_issues": [
"User context sent to external API",
"Database results included in prompts"”,
"No input sanitization",
"System prompt can be extracted",
"API errors expose internal details"
1
"system_prompt": "You are a helpful banking customer support agent for V
"wvulnerabilities": [
"Prompt Injection to Real LLM",
"Information Disclosure via API",
"Broken Authorization",
"Database Access Without Validation",
"Sensitive Data in API Requests"”,
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Business Impact

Disclosure of internal architecture and security weaknesses, which can be used to craft more
sophisticated attacks against the Al integration and the underlying infrastructure.

Remediation

1. Disable detailed error messages in the production environment. 2. Remove the 'system_info'
object from the error response handler in the Al chat controller. 3. Verify by sending a
malformed JSON request to /api/ai/chat and confirming the response does not contain internal
configuration data. 4. Implement a generic error handling middleware to catch and sanitize all
unhandled exceptions.

Risk Found

Recovered API key for

'"TestMerchant':

vk_a4360f55¢f0ce26855b6047bfcl http//vuinbank.org/graphal
451945bcbb994326¢13¢673663091
10af6887

Description

An API key for 'TestMerchant' (vk_a4360f55...) was successfully recovered from the
'merchants' table using SQL injection on the GraphQL endpoint at vulnbank.org.

Exploit Path

Exploit path details were not recorded for this finding.
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Evidence

Recovered API key for TestMerchant.

--- COMMAND EXECUTION ---

ID: 89abef3e

Timestamp: 2026-07-13723:47:341

CWD: /var/lib/agpen/results/runs/2026/07/run_07-13-2228-7596/workspace
Command: curl -s -X POST -H "Content-Type: application/json" -H "Authorizati

{
"data": {
"transactionSummary": {
"accountNumber": "TestMerchant: vk a4360f55cf0ce26855b6047bfc1451945bc
}
}
}

Business Impact

Unauthorized access to merchant-specific functionality and potential financial fraud using the

compromised API key for 'TestMerchant'.

Remediation

1. Rotate all merchant API keys immediately, as they must be considered compromised. 2. Fix
the underlying SQL injection in the 'transactionSummary' GraphQL resolver as described in
finding 10. 3. Verify the key rotation by attempting a request with the old APl key and ensuring
it is rejected. 4. Implement encryption for sensitive fields like APl keys at rest in the database.
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Risk Found URL

The /check_balance endpoint is

#issue_8c86b628fc vulnera!ole toBOLA, allt?wmg any http://vulnbank.org/check_balance/OS(z)ggg
authenticated user to view the

balance of any other account.

Description

The /check_balance/<account_number> endpoint does not perform authorization checks. An
authenticated user can view the balance and username of any account by simply changing the
account number in the URL.

Exploit Path

Obtained a valid session token for a regular user (Niaa) and identified an

R S administrative account number (0808592072).

Attempted to access the /check_balance endpoint for the administrative
account using the regular user's token.

F o .- The server returned the balance and username for the target account,
<ﬂ Exploitation . e
bypassing authorization checks.
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Evidence

User 'Niaa' successfully accessing the balance of user 'testadmin_priv_10' (account 080859207

--- COMMAND EXECUTION ---

ID: 8dc7fel4

Timestamp: 2026-07-13723:59:437

CWD: /var/lib/agpen/results/runs/2026/07/run_07-13-2228-7596/workspace
Command: curl -s -H "Authorization: Bearer <redacted>" http://vulnbank.org/c

{
"account_number": "0808592072",
"balance": 1000.0,
"status": "success",
"username": "testadmin_priv_10"
}

Business Impact

Unauthorized disclosure of user balances and account ownership information, which can be

used for targeted social engineering or financial fraud.

Remediation

1. Add a middleware or decorator to the /check_balance route that verifies the requested
‘account_number' belongs to the 'user_id' extracted from the Bearer <redacted> 2. Return a
403 Forbidden error if the ownership check fails. 3. Verify by requesting the balance of a
different account (e.g., '0808592072') and confirming access is denied. 4. Audit all endpoints

that accept account identifiers to ensure proper authorization is enforced.
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Risk Found URL

Stored XSS in administrative User

CIEE R L kTGS Management table via unsanitized http://vulnbank.org/sup3r_s3cr3t_.admin
usernames

Description

The administrative User Management table at /sup3r_s3cr3t_admin renders usernames
directly into the HTML without escaping. Usernames containing payloads like '<svg
onload=alert(1)>' execute in the context of the administrator's browser.

Exploit Path

Reconnaissance Accessed the User Management section of the admin panel.

Observed usernames like '<svg onload=alert(1)>' rendered directly in
the table.

Confirmed via API that the username is stored as a literal payload and
rendered without escaping in the admin UI.
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Evidence

User Management table displays unsanitized usernames.

<span class="metric-label">0utflow</span>
<strong class="metric-value" id="graphql-outflou
</div>
</div>
<div class="metric-card metric-purple">
<div class="metric-icon">
<svg xmlns="http://www.w3.0rg/2000/svg" viewBox=
<path d="M22 11.08V12a10 10 @ 1 1-5.93-9.14"
<polyline points="22 4 12 14.01 9 11.01"></¢
</svg>
</div>

Confirmed username contains XSS payload.

"user": {
"account_number": "2737147093",
"balance": 0,
"bio": null,
"id": 22,
"is_admin": false,

Business Impact

An attacker can hijack administrative sessions or perform unauthorized actions on behalf of
the admin by registering a malicious username, leading to full control over the banking
platform.
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Remediation

1. Use a templating engine (like Jinja2) that performs automatic HTML escaping for all variables
rendered in the admin panel. 2. Explicitly escape the 'username' field in the User Management
table using a library like 'markupsafe’. 3. Verify by registering a user with an HTML payload and
confirming it is rendered as literal text in the admin Ul. 4. Implement a strict Content Security
Policy (CSP) to prevent the execution of inline scripts.

Risk Found URL

Stored XSS in the administrative
User Management table allows for

IR GGk ET] ) session hijacking and unauthorized http://vulnbank.org/sup3r_s3cr3t_.admin
administrative actions via

unsanitized usernames.

Description

The /sup3r_s3cr3t_admin page is vulnerable to stored XSS because it fails to sanitize
usernames before displaying them in the User Management table. Payloads like '<img src=x

onerror=\"alert(1)\">" are executed when an administrator views the page.

Exploit Path

Identified the registration endpoint at /register and the administrative

P [T R User Management table at /sup3r_s3cr3t_admin.

Confirmed that the registration endpoint accepts arbitrary strings in the
username field and that the admin panel renders these strings without
sanitization.
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Exploit Path (Continued)

@ Exploitation Registered a user with the username '<img src=x onerror="alert(1)">".

Authenticated as an admin and viewed the User Management table,
confirming the payload is present in the HTML source and would

execute in a browser context.
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Evidence

Successful registration of a user with an XSS payload in the username.

--- COMMAND EXECUTION ---

ID: ff986820

Timestamp: 2026-07-14T700:21:207

CWD: /var/lib/agpen/results/runs/2026/07/run_07-13-2228-7596/workspace

Command: curl -s -X POST http://vulnbank.org/register -H "Content-Type:

"debug_data": {
"account_number": "7013021600",
"balance": 1000.0,
"fields_registered": [
"username",
"password",
"account_number'
1,
"is admin": false,
"raw _data": {
"password": "<redacted>",
"username": "<img src=x onerror=\"alert(1)\">"
H
"registration_time": "2026-07-14 00:04:13.819336",
"server_info": "curl/8.20.0",
"user_id": 5891,
"username": "<img src=x onerror=\"alert(1)\">"
H
"message"”: "Registration successful! Proceed to login",
"status": "success"

}
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Business Impact

Potential for administrative account takeover and full control over the application's user data
and system settings.

Remediation

1. Implement server-side input validation on the /register endpoint to disallow HTML tags and
special characters in usernames. 2. Ensure the frontend admin dashboard uses secure
rendering methods (e.g., 'textContent' instead of 'innerHTML'). 3. Verify by viewing the admin
panel with a malicious username present and confirming no script execution occurs. 4.
Regularly scan the database for existing malicious payloads in user-provided fields.

Risk Found

The registration endpoint leaks
sensitive user information, including
account numbers and plaintext
passwords, in the response body.

http://vulnbank.org/register

Description

The [register endpoint returns a 'debug_data' object in the JSON response containing the
user's 'account_number’, 'user_id', and the 'password' in plaintext. This occurs after a

successful registration request to vulnbank.org.

Exploit Path

Uﬁ Discovery Registered a new user and observed the response.
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Exploit Path (Continued)

@ Verification The response contains a debug_data object exposing the

account_number, user_id, and the plaintext password.
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Evidence

Registration response leaking sensitive user data and password.

--- COMMAND EXECUTION ---

ID: daa19df1

Timestamp: 2026-07-13722:34:437

CWD: /var/lib/agpen/results/runs/2026/07/run_07-13-2228-7596/workspace
Command: curl -s -X POST http://vulnbank.org/register -H "Content-Type: appl

"debug_data": {
"account_number": "1405494934",
"balance": 1000.0,
"fields_registered": [
"username",
"password",
"account_number'
1,
"is admin": false,
"raw _data": {
"password": "<redacted>",
"username": "testuser_$(date +%s)"
H
"registration_time": "2026-07-13 22:17:37.394563",
"server_info": "curl/8.20.0",
"user_id": 5874,
"username": "testuser_$(date +%s)"
H
"message"”: "Registration successful! Proceed to login",
"status": "success"

}
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Business Impact

Sensitive user credentials and internal identifiers are exposed to the client-side immediately
upon registration. This facilitates account takeover and provides attackers with internal data
points for further targeted exploitation.

Remediation

1. Modify the registration controller in the Python backend to remove the 'debug_data' object
from the successful registration response. 2. Ensure that the 'password' field is never
returned to the client in any API response. 3. Verify by performing a registration at
http://vulnbank.org/register and confirming the response body only contains a success
message and no sensitive fields. 4. Audit all other endpoints to ensure debug information is
disabled in the production environment.

Risk Found URL

The registration and forgot-
password endpoints are vulnerable
to account enumeration via explicit
error messages.

http://vulnbank.org/register

Description

The /register and forgot-password endpoints return explicit error messages, such as
'Username already exists', when an existing username is submitted. This allows for systematic

account enumeration.
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Exploit Path

U@ Discovery Attempted to register a user with a very short password.

The application accepted a 1-character password, indicating a weak
password policy.

The application returned an explicit 'Username already exists' message,
confirming account enumeration.
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Evidence

Successful registration with a 1-character password.

--- COMMAND EXECUTION ---

ID: 6aleb3d5

Timestamp: 2026-07-13722:34:597

CWD: /var/lib/agpen/results/runs/2026/07/run_07-13-2228-7596/workspace
Command: curl -s -X POST http://vulnbank.org/register -H "Content-Type: appl

"debug_data": {
"account_number": "9605094712",
"balance": 1000.0,
"fields_registered": [
"username",
"password",
"account_number'
1,
"is admin": false,
"raw _data": {
"password": "<redacted>",
"username": "weakpass_user"
H
"registration_time": "2026-07-13 22:17:53.092117",
"server_info": "curl/8.20.0",
"user_id": 5875,
"username": "weakpass_user"
H
"message"”: "Registration successful! Proceed to login",
"status": "success"

}
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Business Impact

Attackers can build a list of valid usernames for use in credential stuffing, brute-force, or
targeted phishing campaigns against vulnbank.org users.

Remediation

1. Update the error handling logic for the /register and forgot-password endpoints to return a
generic message such as 'Registration failed. Please try again.' or 'lIf the account exists, a reset
link has been sent.' 2. Ensure the application returns the same HTTP status code and maintains
consistent response times regardless of whether the username exists. 3. Verify by attempting
to register an existing user and confirming the message is generic and does not confirm the
user's existence.

Risk Found URL

Session cookies are issued without
the Secure and SameSite attributes,
increasing the risk of session
interception and CSRF.

http://vulnbank.org/login

Description

The session cookie 'token' issued at http://vulnbank.org/login lacks the 'Secure' and 'SameSite'
attributes. This allows the cookie to be transmitted over unencrypted HTTP connections and
increases the application's susceptibility to CSRF attacks.
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Exploit Path
U@ Discovery Performed a successful login and inspected the response headers.
v
@ e . The Set-Cookie header for the session token is missing the Secure and
Verification . .
SameSite attributes.

Evidence

Set-Cookie header missing Secure and SameSite attributes.

--- COMMAND EXECUTION ---

ID: 791408eb6

Timestamp: 2026-07-13T722:35:017

CWD: /var/lib/agpen/results/runs/2026/07/run_07-13-2228-7596/workspace
Command: curl -i -s -X POST http://vulnbank.org/login -H "Content-Type: appl

HTTP/1.1 200 0K

Date: Mon, 13 Jul 2026 22:35:02 GMT
Content-Type: application/json

Content-Length: 503

Connection: keep-alive

Set-Cookie: token=<redacted>; HttpOnly; Path=/
Access-Control-Allow-Origin: *

Server: cloudflare
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Business Impact

An attacker can intercept session tokens over insecure networks or perform unauthorized
actions on behalf of a user via Cross-Site Request Forgery (CSRF) attacks. This directly
compromises the confidentiality and integrity of user sessions on vulnbank.org.

Remediation

1. Update the Flask/FastAPI application configuration to set 'SESSION_COOKIE_SECURE=True'
and 'SESSION_COOKIE_SAMESITE=Lax". 2. If cookies are set manually, update the 'set_cookie'
call to include 'secure=True' and 'samesite=\"Lax\"". 3. Verify by performing a login and
inspecting the 'Set-Cookie' header in the response to ensure it contains the '; Secure;
SameSite=Lax' attributes. 4. Implement a Content Security Policy (CSP) to further mitigate
CSRF risks.
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About Ridge Security e

Ridge Security Technology, Inc. is a Silicon Valley based cybersecurity company that develops
Al-powered platforms for automated penetration testing and continuous security validation. Its
flagship platform, RidgeBot, helps enterprises simulate real-world cyberattacks to identify
cybersecurity risks and strengthen their security posture.

Trademarks

PurpleRidge Security and the PurpleRidge logo are trademarks of Ridge Security
Technology, Inc. All other trademarks are the property of their respective owners.
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